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Social media represent one of the primary outcome of the digital economy revo-
lution. It represents the fundamental aspects for communication between indivi-
duals by using the systems that helps to facilitate the lifestyle of developed socie-
ties. In contrast, with the spread of the Corona pandemic, which prompted socie-
ties and companies alike to take advantage of social communication technologies 
to fill the gap that occurs as a result of precautionary measures taken by many 
countries to limit the spread of infection. However, many users believes that their 
data and information in their device become accessible by these applications, 
which threatens the of trust and privacy significantly for these applications. Thus, 
it might affects the dealing of user and these applications. Therefore, the study’s 
question is what the basic requirements that should be provided at last to be 
available in social media applications to increase the level of acceptance for the 
users. A quantitative sample is collected from different ages and educational 
levels from Saudi Arabia to design the integrated approach that helps to increase 
the level of trust and use of social media applications appropriately for the indi-
vidual and organizational level. This study is considered a way to increase the 
use of social applications, which represent one of the most key features of digital 
transformation that can be lead the contemporary digital economy. 

Keywords: online social media, social network sites, owom, media risk, 
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Introduction  

As a result of the fourth economic revolution and spread of its impacts on a large 

scale with the expanded use of smart phones, the number of smartphone users worldwide 

represents about 66% which equivalent 4.92 billion people. The beginning of the Internet 

revolution that began in the mid-2000’s and relevant massive development of social network-

ing sites and applications led to increased participation and user interaction through sharing 

photos, videos, voting, measuring, and building special interest groups. This expansion leads 

to the fact that more than half of smartphone users use a variety of social networking applica-

tions. Indeed, human acceptance of social media use will have a significant impact on the 

country's social, cognitive and economic landscape. Users use social media extensively to 
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attract users' opinions for gaining common ground for social network beneficiaries [1]. Social 

media networks and applications are drawing new shape of many different lifestyles in com-

mercial, government departments, and public services. The Transparency Policy for using of 

beneficiaries' information by the companies that own these applications is one of the essential 

aspects to accept and dealing with various means of communication, whether on data privacy 

or the policies that are applied to the beneficiaries. Additionally, the biggest challenges that 

facing the developers of social media applications are great competition that could be offering 

for present various advantages to increase the number and their changing that could affect 

directly on the consumer satisfaction and loyalty [2]. Thus, these changes reflect the signifi-

cant impact and ability to accept use as well as to increased level of trust to deal with various 

social media applications [1]. Besides that, social media applications are considered free ser-

vice applications for the end user and therefore need various financial resources for sustaina-

bility and the continuity of these applications in pioneering ranks, so the data of customers 

and their actual uses on these applications is one of the most important resources of infor-

mation that are used in terms of marketing on advertising marketing companies and e-

marketing entities, which represents one of the most important resources of real income for 

the owners of these applications [3]. Furthermore, recent consumer convictions are changing 

rapidly and can be adaptation rapidly to other offerings from different social media applica-

tions, and thus it is necessary for suppliers to keep moving with changes of consumer value 

that directly affect consumer satisfaction, loyalty, and trust to social applications [4, 5]. 

This study consists of an overview of social media applications. It also focuses on 

studying the literature in the requirements of social communication applications field and its 

importance. Also, the study covering the theoretical framework, hypotheses, study methodol-

ogy, followed by a focus on the main results, discussion, and implication. 

What are social media applications? 

Social media can be defined as sites or smart devices applications and are designed with 

complete dependence on the Internet to facilitate the process of communication between people 

over the world, through interaction, publications, conversations, voice, or video calls [3]. Social 

media aims to build and facilitate communication between communities around the world, by 

sharing people's interests, activities, and opinions through sharing information, the latest photos, 

the most prominent audio, or video recordings, whether recorded or livestreaming [1]. 

These applications can enable to exchange of personal information easily. It is turn 

to share content from photos, publications, events. Thus, it changes the way of the live, added 

new ways to share information, helps to create popular information content that contributes 

greatly to refining skills, and spreading experiences, as it helps facilitate many of the work of 

Individuals in societies [4]. Additionally, most companies, government, and private agencies 

have become accounts for them on various social media apps, as well as hiring employees for 

this purpose, such as representatives of institutional communication support to increase the 

opportunity for communication between different sectors and the final beneficiary [6]. 

The importance of social apps at the personal and institutional level 

Previously, social media sites were intended to be a tool for people to use to interact 

with friends and family. In contrast, to the present time it has become more important for 

various business sectors. The companies have used various means of communication because 

they belief and desire to take advantage of social means to reach the largest possible number 

of customers who wish to deal with them and develop their business. Additionally, social 
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media sites help to communicate and exchange information with various societies in the 

world. Thus, it helps the possibility of using the communication sites to search for work as a 

job opportunity, exchanging practical experiences, and specialized skills by searching for 

people who are interested in the same field through social media networks [1]. 

Besides that, social networking sites and applications are important as it represent one 

of the necessary tools for businesses to find customers, launch the interacting with them, in-

crease sales, enlarge advertising campaigns, and work on promoting new products. To be known 

by many possible of people. Social networking sites help to get some people's interests in specif-

ic products through promotional advertisements. The target group are chosen as they are inter-

ested to particular products which could led them to start interacting with the company and 

communicating to obtain the product. Many companies and institutions are working on attract-

ing customer by use their data to know customer trends and what they interested with [5]. 

Disadvantages of social networking sites and applications 

The excessive use of social media may lead to addiction, nervous tension, and depres-

sion. Additionally, the lack of real restrictions and close follow-up from the management of 

social media applications may lead to the inappropriate content that could be violates the policy 

and restrictions of societies which leads to drift, extremism and many bad morals. This contents 

could be examples that led to the suspension of the service of a number of applications in some 

countries for violating the policy of publishing and displaying the contents, [7, 8]. Furthermore, 

the wide policies of social networking applications could lead to the possibility of benefiting 

from personal user data to market it to many different interested entities such as companies and 

research institutions that wish to reach the target segment data through their accessing and regis-

tration in social applications [9]. Additionally, many applications force the users to complete the 

user’s profile information periodically or make it essential to complete registration as it helps 

introducing and marketing the person and possibility to communicate with followers, groups, 

friends, hashtags, mentions, and others activities through these applications [7, 10], (Elsaesser et 
al., 2021). Collecting information in this way means that the detailed user data will be in the 

hands of the parties that will market and publish it in the information space. 

Aspects of the importance of social networking applications in 

commercial – service – educational – governmental sectors 

Social media applications target the people who are interested to deal with many 

things such as publishing some new, important and urgent information, services, products, or 

educational programs. Social Application provide the most widespread ways to express admi-

ration, interest, anger, sadness, or support through the availability of some buttons in these 

applications. As well as the apps provide section that helps to freely write opinions, sugges-

tions and comments [7]. Social media applications also allow publishing, saving, and updat-

ing information. Publishing can be interacted by broadcasting photos and videos. Notifica-

tions that arrive on applications can be used to participate in commenting or liking, which are 

used by many organizations to present various services or products to the target segment. 

Also, the apps ask about the user aspirations to raise the level of content presented in a more 

professional manner [4]. Therefore, many companies use it to publish their products, as it is 

considered a successful business opportunity by being a free advertising platform. Also it 

supports successful ideas and disseminates among the largest number of people interested in 

the same field. The research study that conducted by the Tourism Development and Invest-

ment Company in Abu Dhabi indicated that the importance and significant influence of Social 
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applications in terms of performance, efforts, social impact, and facilitating communication 

with the target segment in the government sector through a number of social communication 

applications and text messages in OSN channels, where the previous factors indicated the 

large, effective and actual use of OSN in the Emirati society [6, 10]. 

Literature review  

The value of intent to use and actual use is one of the most important aspects that 

express the measures of acceptance and satisfaction use in dealing with social media applica-

tions. Where a number of studies refer to one of the determinants of use, satisfaction, and 

acceptance, which is intention to use and actual use. The study of AYI-BONTE and others, 

indicated that building trust in social media applications through the framework of Delone 

and Mcleans and some other constructs such as information quality, service quality, and sys-

tem quality remain critical factors on the intent to use and actual use of social media applica-

tions with governmental and private enterprises [4]. 

A number of other studies indicate the value of use, which is that users want to use 

through the experience of an idea made by a friend, peer pressure, or for the purpose of meet-

ing new people. Using the word of mouth considered one of the main determinants for wide 

spread of social applications, especially the youth stage, which has the greatest level of aspira-

tion, keeping step with new and keenness on change based on the recommendations of peers 

and friends [3]. The Wan et al. [3] hinted that one of the main reasons for increase in the level 

of dealing with electronic applications is the users are getting significant levels benefits and 

new experience, which positively affects user satisfaction and loyalty for online serving and 

browsing. The benefit can be summarized through saving time and effort, providing a compet-

itive price and services, excellence in service and speed of technical support provided to cus-

tomers, as these aspects represent the most prominent aspects of benefit through dealing with 

social networking applications [3]. 

Many studies that focus on the requirements of social networking applications in order 

to increase the chances of dealing with it professionally is focus on the financial benefit and 

reaches to more interested users through applications could more beneficial to collect the fol-

lowers and comments throughout improving digital content, where visual interaction, entertain-

ment, and escape from work pressure help to interact with these applications. Thus, the digital 

content can help to increase the level of acceptance and spread in a variety of societies [2, 7]. 

New generations of government officials are using social media accounts as re-

sources to connecting with people, providing services, making decision-making and assess-

ments, as well as completing some less lengthy requests [11]. The fabric of modern societies 

and its impact on personal and social aspects through various modern media cannot be ig-

nored [12]. The current approach of government seems to focus on a one-way communication 

model in the flow of information from government to citizens and the opposite rarely happens 

[13]. As a result, citizens are more receptive rather than conscious producers of information, 

data, ideas, solutions, and decisions in the context of public policies. The Falco and Kleinhans 

[14] study indicated that government agencies need more requirements that help provide dia-

logue governance and identify requirements for the purposeful application of social media. 

The Falco and Kleinhans [14] study pointed to three ways to increase the level of acceptance 

and trust in communication platforms from a government perspective: redefining the classifi-

cation of the relationship between citizens and government based on social media. Clarify the 

difference between challenges and risks related to government implementation of social me-

dia and define the classification of government challenges, and defining government require-
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ments as an indispensable condition for overcoming these challenges in advance. These three 

aspects have allowed for more effective two-way interactions between governments and citi-

zens and will help increase the level of acceptance and trust to deal with social media applica-

tions broadly. Additionally, Mergel and Bahaddad [15, 16] study indicated the importance of 

information flow and communication technology in governmental sectors on positive impact 

of communication activities through social applications. It is allowing policy makers to ampli-

fy their digitization and maintain renewed content through their social application accounts. 

The capabilities and information content provided by government agencies due to the growth 

of the information and communication technology sector will lead to the employment of 

competencies and the quality of services in various sectors of the country will benefit from the 

development of information and communication technology [12]. 

 

 

 

 

 

 

 

 

 

 

 

 

Theoretical framework  

The transfer of competition in the information industry and the speed of technologi-

cal changes will help to increase the level and value of competition broadly [14]. Therefore, 

the importance of this study lies in increasing the value of competition by developing a con-

ception of the acceptable privacy in social media applications and how to protect it, work on 

developing it, and expanding it to provide an appropriate and safe environment for the various 

use segment in social media applications [12]. Therefore, the appropriate value is of great 

importance, which helps to logically develop the appropriate frameworks for the research case 

[7]. Thus, through current study, it is possible to come up with a unified framework that helps 

to increase confidence in dealing with social media applications and working on it without 

restrictions or caution. 

The theoretical framework of this study, fig. 1, is used on a mixture of the infor-

mation system success (ISS) framework mainly with the CPOL model, which focuses on 

(Customer Engagement – Perceived Value – OWOM – Loyalty). The focus will be on meas-

uring the features and requirements of social media applications as a basis of acceptance for 

social applications. Additionally, the perceived Value, level of use, and trust as auxiliary tools 

to increase the level of acceptance of application requirements and thus increase the level of 

acceptance and use. 

The theoretical framework of this study provides a comprehensive evaluation of the 

most important aspects that are focused on in the evaluation process for the current require-

ments and are they meet the essential requirements for users to increase their level of confi-

dence and the application use. Thus enable us to answer the research question in an extensive 

manner. The theoretical framework includes nine basic construct and one moderator. 

Figure 1. The fundamental construct of the theoretical 
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Information quality (IQ) 

This part can be defined as focusing on the basic information of application which 

includes setting reports, information displayed on the screen, profile information, what poli-

cies the dissemination of information through applications, and information that defines user 

characteristics such as cookies, history and cookies [17]. So the hypotheses for this construct 

are made as follows: 

H1: Information Quality content of the social media application has a positive relation-

ship with the sharing Information.  

System quality (SQ) 

System quality is a prerequisite that helps to accept and compatibility of basic appli-

cation properties with the operating system on the device. For examples of system quality are 

ease and flexibility of the system, the reliability of the system, and the possibility of learning 

the complexities in it smoothly and easily [17]. So the hypotheses for this part are made as 

follows: 

H2: System quality related to the social media application usage has positively impact on 

the sharing Information.  

Service quality (SEQ) 

This construct includes the competitive advantages that should be presented by design-

ing companies of social media applications and platforms as competitive features to reach the 

largest possible number of subscribers. Also, it focuses on what companies designed for technical 

IT support to users of for social media applications and platforms. For example, response, reliabil-

ity, accuracy, efficiency, and privacy. Quality of service has been adapted as one of the key factors 

in marketing and considered as one of the basic common measurement tools [18], as it was added 

in later versions of the ISS model [17]. So the hypotheses for this construct is: 

H3: Service quality related to the social media application usage has positively relation-

ship to the sharing Information 

Customer engagement (CE) 

Although this construct is new during the literature review, but still there are accu-

mulations in previous studies which gives a somewhat sufficient perception about the various 

aspects and dimensions to study the relationship between the requirements of social media 

applications from one side and the trust with privacy on the other side [7]. Customer engage-

ment through social media applications is defined as facilitating interactions, collaboration, 

and sharing of content through applications or relevant websites [13]. The engagement of user 

contents in social application can be appeared in multiable number of forms such as texts, 

videos, images, etc [13]. Osei‐Kojo [12] found a significant impact of customer engagement 

with content across social media applications and its impact on consumers' usage decisions. 

With the emergence of Web 2.0 influences and the diversified growth of social media applica-

tions, Digital study brand popularity by looking at the number of likes or preferences given to 

a particular post depending on the trade mark [19]. However, there are a number of limitations 

that directly affect customer engagement. For example, the number of likes can be used as an 

indicator of consumers' attitudes towards products and services, but in fact it only measures 

the emotional side of the application's uses. The behavioral response presented on social me-

dia platforms is not discussed, and social applications do not give the authority to measure 
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behavioral response and that it contains materials or texts that violate morals or the ethics of 

communication [13]. The method of retweet was used as an approval for the participation of 

customers, but in case that the text is not useful or has reservations from the behavioral side, 

the opinion for reader cannot be expressed about it. Therefore, it is essential to have a fair 

discussion about Customer Engagement and its relationship with Perceived Value and Online 

Word of mouth (OWOM). So the hypotheses for this construct is made as follows: 

H4: The Customer Engagement content of the social media applications has positive 

relationship with Perceived Value. 

H5: The Customer Engagement content of the social media applications has positive 

relationship with OWOM. 

Sharing information (SI) 

Information sharing in ISS framework deals mainly with the success factors of 

theoretical information systems frameworks [13]. It has been observed in a number of inter-

ested studies that there is a direct relationship between the increase in the level of infor-

mation disclosure as well as the level of expansion and using the use of social networking 

applications and the extent to which they provide the requirements of customers and users 

extensively [20]. Information sharing construct is added as one of the basic component to 

focuses on measuring progress in many technological services and the extent of user ac-

ceptance of them. The measuring progress represents success in a number of areas such as 

dissemination of the information aspect and strengthening channels of communication be-

tween users that can be used in enriches communication between beneficiaries and the so-

cial application owners as an aspect of successfully business side [2]. In this study, the ISS 

entities provide a comprehensive assessment of the effectiveness of social media platforms 

and applications in terms of the needs of the beneficiaries and improving their experiences 

with the individual, which helps to communicate how to build mutual trust and create feed-

back loops. So the hypothesis for this is: 
H6: The Shearing Information content in social media applications has positive relation-

ship with intention to use. 

Perceived value (PV) 

The perceived value aspect focuses on the value that the customer obtains by acti-

vating a specific technology or feature in social media applications. This simply means the 

trade-off between what is earned and given [21]. Thus, the importance of perceived value 

aspect stems from the economic and psychological dimensions of the concept and its ability to 

generate competitive advantages for companies [2]. It has been noted by a number of re-

searches as the main construct for understanding consumer behavior, and number of research-

ers have experimentally observed significant relationships between the perceptual value of 

intention to use [22, 23]. Despite the importance of PV in the investigation of consumer be-

havior, little emphasis has been placed on the PV of social media marketing [13]. The behav-

ioral decisions of consumers while considering alternative products or services are made ac-

cording to an increase in the level of utility and beneficiary in social media applications. 

Therefore, this study hypothesizes that investigating PV via social media will help to under-

stand its impact on intent to reuse, as well as on loyalty and actual use in the future. the hy-

pothesis for this part is: 

H7: There is positive relationship between Perceived Value and Intention to Use. 
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Online word of mouth (OWOM) 

The OWOM is a new marketing tool in retailers that is emerging in the digital age. It 

can be leveraged to reach desired consumer groups and influence consumer opinions through 

informal communications between online communities [13]. The OWOM enables consumers 

to interact socially as well as share experiences through conversations conducted through 

various possible conversation means such as blogs – discussion forums – product reviews – 

social networking sites – social or verbal groups. A number of literatures has also focused on 

the characteristics of OWOM that can be grouped into seven main pillars: increase in size, 

dispersal, persistence, observation, anonymity, deception, parity, and community participation 

[24]. There is a positive relationship between OWOM and the desire to communicate with 

social media applications through the purchase of products and therefore the relationship be-

tween OWOM is observed and helps in reducing promotional expenditures and creating a 

form of community support for the brand [24]. The current study aims to focus the effect of 

OWOM on intention to use and both role in influencing behavioral loyalty and trust in the 

future. So the hypothesis for this part is: 

H8: There is positive relationship between OWOM and Intention to Use. 

Intention to use (IU) 

The intention to use is one of the basic construct that can be used target segments to 

measure the acceptance level of using technology, and thus provides the appropriate oppor-

tunity for the customer to use it. This construct indicates the possibility of using the system 

regularly in the future and giving it more than one opportunity to try and deal with it. There-

fore, there are a number of criteria and indicators that are used by employees and customers to 

take advantage of technical capabilities in social media applications and platforms. For exam-

ple, nature of use, frequency of use, amount of use, and purpose of use [13, 17]. Besides that, 

the intention to use part is affected by a number of other constructs, namely the importance of 

the desire to disseminate information, whether personal or professional, as well as the trust 

that is linked to users through advice from colleagues and friends, as well as the perceived 

value that can be benefited from achieving many personal, professional and financial gains 

from through the use of social media applications and platforms. This helps to build the loyal-

ties required in the use of social media applications to reaching the actual frequent use of the 

applications. So the hypothesis for this part is: 

H9: Intention to use social media platforms positively reflects a user's final decision to 

use the platform and increase their loyalty.  

Actual use and loyalty (AUL) 

Customer loyalty can be defined as the customer's attitude and behavioral intentions 

towards dealing with complete confidence with social media without restrictions and repeti-

tion of actual usage behavior whenever the opportunity arises whenever the opportunity arises 

[13]. Loyalty is assumed to be regulated by the level of use, frequency of experience, as well 

as the number of individuals who are satisfied with the customer or user. The link between 

intent to use and real use has been established by a number of researchers [25]. However, 

there is a lack of studies that have examined this relationship in the context of social media 

applications to examine the relationships between Actual Use & Loyalty and intention to Use 

[13]. Information System Performance (IS) theory provides a comprehensive assessment of 

the effectiveness of government social networking platforms from an individual's needs. It 
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helps to communicate how government meets its people in the municipality, building consen-

sus, and creating feedback loops [4]. 

Trust (Tr) 

The trust aspect relates to acceptance level and dealing with the information provid-

ed in the system. The trust component represents an external factor that is indirectly affected 

by a number of factors that were previously reviewed in this study, such as CE, SI, OWOM, 

PV in social media which focus on the benefit from using the social applications field. A 

number of studies also indicate the importance of measuring user satisfaction through a num-

ber of technical tools as one of the valuable factors to increase confidence and its positively 

affecting the intention to use [16]. So the hypothesis for this part is: 

H10: Trust can positively moderate the user's intention to use and actual usage of social 

media platforms and Application.  

Methodology  

The construction of the theoretical framework was measured by extracting the pro-

posed constructs of the framework from the available literature on the models and concepts 

described. The model consists of ten constructs which represent Information Quality (IQ), 

Service Quality (SQ), System Quality (SEQ), Customer Engagement (CE), Sharing Infor-

mation (SI), Trust (Tr), Perceived Value (PV), Intent to Use (IU), OWOM, Actual Use and 

Loyalty (AUL). The combinations were calculated using multi-item scales, and the items 

were modified by the scale factors that were fetched from previous studies and measured 

during this study. A number of theoretical framework elements such as IQ, SQ, SEQ, SI, IU 

and AUL have been modified based on a number of studies [4, 13, 17, 26]. 

In this study, the analytical study approach is followed for a number of social net-

working applications, which are widely spread in the Gulf Cooperate Consul (GCC) region. 

As well as, applying the analysis process to a diverse segment of electronic applications users 

[13]. The study also focuses on comparing a number of aspects for different users of applica-

tions in order to find out the research gap in realizing the current value of social media appli-

cations and to know the requirements of the target segment to bridge the aspects of privacy 

between the consumer and developers. The current and proposed value to reach a competitive 

value for these applications, therefore customer value was developed as a measurement tool 

by setting standards to assess the value of privacy for customers and how this value can be 

converted into a product that can be applied and measured by the target segment. 

Data gathering 

The data is collected by sending e-mail to a variety of surrounding circles, using 

several channels such as e-mail, as well as social communication groups in a number of popu-

lar communication applications such as Twitter, LinkedIn, WhatsApp and Telegram. This 

study used a snowball sampling method, and a group of local government social media users 

were invited to answer the questionnaire. A 68 items in Likert scale questionnaire is also de-

veloped, the scale has five levels of 5 being 'strongly agree' and 1 'strongly disagree'. The data 

was collected by sending an electronic version of the self-administered questionnaires using a 

questionnaire from Google services, which took six months to collect the information. 

A number of conditional questions are used to filter the participants’ responses, so 

the only participants who are allow to complete the questionnaire those who have communi-

cation accounts through communication applications and have experience of several years 
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answer the questionnaire, in order to sort the respondents who did not meet the requirements 

for the study and their information can be dispensed with later. The rate of omitted data was 

only 5% (23 responses where more than 90% were not answered). The total sample was 360 

respondents, of whom 51.4% were males and 43.6% were females. 

Data analysis and main finding 

Data sampling and method phases 

The method in this study is worked in two parts. Firstly, it is going to select a sam-

ple of social networking applications, which are considered a widespread sample in GCC 

region and in Saudi Arabia in particular. Secondly, it is collecting the requirements that ap-

peared in these features individually, which could help to increase the level of acceptance for 

these applications to target audience in GCC and KSA according to their opinion. 

A sample of 32 social networking applications are selected and are presented in tab. 

1 and their features are collected after being examined and evaluated individually. The partic-

ipants are groups of male and female students in Saudi universities who have IT background, 

they have good experience to design and analyze the systems, and represent the wide uses of 

social applications. The aim of choosing previous group of participant is assist to examine the 

technical evaluation processes, which gives a clear perception of the advantages in selected 

social applications. The number of this segment that carried out the first part of collecting the 

requirements, reached 180 participants who collected 68 basic features in social applications, 

which are interested to Saudi society desires to be provided in social networking applications, 

in order to increase their chances of acceptance and work on these application in the future. 

The output of second previous step of research method, will help to determine the functional 

and Non-Functional requirements in social applications. These requirements have been divid-

ed into three basic groups, namely, Functional Requirements, which include both content and 

features, as well as development and support processes in the application, and the second 

group consists of Non-Functional Requirements, which includes protection, privacy, as well 

as ease of use requirements. The third group, is special requirements that appear in applica-

tions in particular and not others, they are collected in separate part of special requirements of 

social networking applications. 

After collecting features for functional and non-functional requirements, in the se-

cond stage of method is complete the second stage of data collection. This stage is divided the 

requirements into three sections: 

 The fundamental requirements that the users are believe for social networking applications 

are basic and indispensable in social networking applications. 

 The complementary requirements that increase the user's desire to deal with these particu-

lar applications in the future without thinking to work with other social applications. 

 The requirements that help to increase the level of trust and privacy of the user and the 

level of acceptance could be increased when dealing with particular applications that have 

a high level of privacy. 

Table 1. Common Social Media Applications in KSA 

WhatsApp Discord Overtone Instagram Zoom YouTube LinkedIn Viper 

Facebook Skype Line Telegram Pinterest Tango WeChat Studio Pro 

Tumblr Reddit Snapchat Mixer Teams TeamSpeak BAT Sina Weibo 

Twitter FaceTime Vimeo Flickr TikTok Imo Twitch GoToMeeting 
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In the second phase of questionnaire is distributed to a number of participants random-

ly by using the snowball technique to reach the required number of participants. The appropriate 

sample size that should be calculated at a confidence level of 95% and a margin error level of 

5% is 385 participants [27]. The number of actual responses to the study was 457. 

Ensure appropriateness of questions to participants  

At the beginning of the analysis, it is ensured that the level and reliability, consisten-

cy, and the interdependence of the questions that are measured. The questionnaire was dis-

tributed including research objectives are briefly presented in the questionnaire, and their 

participation is voluntary and they can leave to complete the survey without giving reasons. It 

should be noted that the missing part in acceptable participations in this study not exceed 

more than 5% of the total answers in the questionnaire [28, 29]. Around 21 participants of the 

total participants is eliminated which is equivalent to 4.59%. The reliability test is conducted 

to ensure the data credibility and the internal consistency between the elements in the con-

structs of proposed theoretical framework of research model in order to remove abnormal 

elements. The minimum used in this study is 0.6 as recommended by a number of meta-

analytical studies [28]. Table 2 presents Cronbach's alpha values for the ten constructs where 

the values ranged from 0.601 to 0.880, indicating internal consistency and reliability of the 

data extracted from the questionnaire. 

Table 2. Frequency of responses for examined means, SD, Skewness, and Kurtosis 

Group of factor code Mean SD Skew Kurtosis Cronbach’s alpha CR AVE Rotated factor loadings 

IQ 3.65 0.773 0.631 0.474 0.699 0.6684 0.858 0.827 

SQ 3.957 0.841 0.898 0.578 0.79 0.643 0.843 0.728 

SEQ 3.958 0.841 0.899 0.583 0.79 0.642 0.812 0.728 

CE 3.955 0.841 -0.896 -0.572 0.79 0.642 0.567 0.73 

CE 3.957 0.839 0.899 0.579 0.788 0.643 0.521 0.726 

SI 3.962 0.843 0.902 0.596 0.792 0.641 0.842 0.728 

PV 3.945 0.841 0.887 -0.539 0.789 0.642 0.685 0.736 

OWOM 3.962 0.832 0.907 0.602 0.781 0.644 0.544 0.712 

IU 3.895 0.835 0.842 -.367 0.779 0.644 0.541 0.759 

AUL 4.014 0.804 0.966 0.79 0.759 0.65 0.888 0.639 
         

Tr 3.977 0.855 -0.912 0.647 0.805 0.636 0.839 0.736 

Descriptive the demographics questions 

Demographic questions are categorized into four main groups. The first group de-

fines the basic characteristics of the participants and focuses on the participants' gender, ages 

and educational levels. The second group focuses on determining whether the participant is a 

student or an employee, and the public or private sector for the employee participants. The 

third group displays the job status of the participant and whether he / She use social applica-

tions in the work field or only the personal field or both. The fourth group focuses on the 

devices that are used in order to deal with social networking applications by the beneficiaries. 

Evaluate standard deviations and a normal distribution 

The standard deviation (SD) and the normal distribution (ND) are calculated to as-

certain the level of dispersion in the data and its distance from the normal distribution area. 

Where the SD must be less than 1.0 to be acceptable result and the sample represent a good 
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target audience [29]. Associated with a normal distribution is the skewness and kurtosis test. 

The skewness and kurtosis values should be between 0 and 2.50+ [28]. In this study, the 

skewness and kurtosis values were from -0.912 to 0.966 and -0.572 to 0.790, respectively, and 

these values are within the acceptable region in this analysis, see tab. 2. 

Exploratory factor analysis (EFA) and confirmatory factor analysis (CFA) 

The EFA helps determine the strength of study items and their close association with 

constructs [28]. When acting an EFA, a number of detailed tests are performed which are the 

Kaiser-Meyer-Olkin (KMO) text, Bartlett's B test, and the eigenvalue. The suggested value of 

KMO in social studies is more than 68.13% for the sample test of this study the result is up to 

77.166% and the same suggested number of constructs that is presented in fig. 1. Also, the 

suggested value in Bartlett's B test for the level of correlation is statistically significant at the 

0.001 level, see tab. 3. Furthermore, the CFA tests focus on the connections between con-

structs and the relationships between, which is beneficial test of the theoretical framework and 

relationships between its constructs [28]. Also, the CFA focuses to test the relationships 

through structural equation modeling (SEM), which can be defined as a set of tests that gener-

ate a more rigorous interpretation of the theoretical framework compared to EFA tests [28]. 

The results of CFA and SEM have been presented in tab. 4 as it shown the CFA main tests, 

suggested results, and actual result. Additionally, a composite reliability (CR) scale, average 

variance extracted (AVE), a composite reliability (CR), and average extracted variance (AVE) 

scale, were implemented, see tab. 2. The results of CFA tests are shown in tab. 4 where the 

acceptable value for measurement in CR is 0.6 and the acceptable AVE value is more than 0.5 

[30]. In this study the results are reassuring as the constructs and the relationships between 

them were related significantly. 

Table 3. Total variance explained 

Component 
Initial eigenvalues Extracted sums of squared loadings 

Total % of Variance Cumulative % Total % of Variance Cumulative % 

1 11.521 35.125 35.125 11.521 35.125 35.125 

2 3.356 13.913 49.038 3.339 13.913 49.038 

3 1.687 7.035 56.073 1.688 7.035 56.073 

4 1.274 5.384 61.457 1.292 5.384 61.457 

5 1.133 4.599 66.056 1.104 4.599 66.056 

6 0.712 3.265 69.321 0.784 3.265 69.321 

7 0.652 3.079 72.4 0.739 3.079 72.4 

8 0.533 2.443 74.843 0.586 2.443 74.843 

9 0.577 2.323 77.166 0.577 2.323 77.166 

10 0.536 2.197 79.363    

11 0.522 2.011 81.374       

Note: Extraction method – PCA – Eight components extracted 

Assessment of model fit and measurement model & testing the hypotheses  

Testing the main hypotheses  

It is important to measure the relationships between the constructs in order to test the 

hypotheses presented between them through three main tests: t-value, p-value and Standard-
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ized Regression Coefficient. In this study, the three tests are conducted to indicate the strong and 

weak relationships between the entities. The values for hypotheses for H1 to H9 between 0.845 

and 0.368 and were statistically significant at the 0.001 level. The t-value ranged from 11.018 to 

6.168. The results in tab. 5 also indicate that all tested factors have met the acceptance criteria 

for the proposed theoretical framework model, which is the basic requirement of SEM. The 

results of the entire constructs indicated positive effects of the basic requirements of social net-

working applications and how they relate to the basic entities in the theoretical framework. 

Through this study, it was found that all the relationships between the basic entities and the 

associated hypotheses have a meaningful relationship as shown in the tab. 5. 

Table 4. Indicators of the CFA test 

Test Estimation Indices Suggest results Actual Result 

X² 
Chi Square (X²) 

Degree of Freedom (df) 

 5361.82 

Df 357 

X²/df X²/df < 3.0 15.02 

GFI Goodness-of-Fit Index GFI > 0.90 0.923 

TLI Tucker–Lewis Index TLI > 0.90 0.944 

NFI Normed Fit Index NFI > 0.90 0.927 

CFI Comparative Fit Index CFI > 0.90 0.959 

IFI Incremental Fit Index IFI > 0.90 0.932 

AGFI Adjusted Goodness-of-Fit Index AGFI > 0.80 0.845 

RMR Root Mean Square Residual RMR < 0.08 0.046 

RMSEA Root Mean Square Error of Approximation RMSEA < 0.08 0.032 

Testing the moderator hypotheses  

The moderator is used to determine particular target segment for accept to work on 

social applications, but it does not rise to the sufficient level of trust and they use the social 

applications without looking at the standards of trust and privacy required in these applica-

tions. The trust moderator may help with a limited level of acceptance that is needed to use 

social networking applications without considering important aspects of privacy and transfer-

ring users’ data to other parties or other negatively effects by a number of users. Thus, the 

affect will be caused to impact on the acceptance and use of electronic systems in the future. 

According to AYI-BONTE and other study, mediators influence various aspects that are use-

ful for accepting technical systems, and moderators help to deal with theoretical models based 

on the unique characteristics of particular societies [4]. In the previous study, the basic analyt-

ical requirements were completed and focused on reliability as a primary objective for the 

stability of the theoretical framework. In this study, there is one highlighted moderator which 

is trust. It can ask the target group: Are you confident to using social networking applications 

that deal with required privacy level with users and do you feel that your personal data is in a 

safe place with the presence of social networking applications on your device. The answer is 

different between the participants and on the basis of it the participants are divided into two 

groups, a confident group and an unconfident group. The two groups represented a somewhat 

similar level, as in the results of tab. 6. 

In tab. 7 Correlation coefficients, critical ratios, and p-values for each structure are 

used to determine the differences in the relationships between the constructs. c
2
 and d are also 

key values for calculating the differences between groups in constructs. Thus, the differences 

between the two sides in the constructs will contribute to calculating the amount of two 

groups of the moderator in order to determine the primary path in the model and the study 

associated with it after that. Also, the unimportant paths and effective paths in the moderator 
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group are removed. Then, c
2
 and d are calculated for the constrained and unconstrained mod-

els to determine the level of change in the model and to identify significant pathways [31]. 

According to the division of the moderator in the theoretical model and according to the num-

ber of two group of trust moderator in tab. 6, the relationships between construct are im-

portant, which means that the trust moderator reflects the different and great interest in using 

social networking applications through smart devices in various sectors of government, pri-

vate and personal communication. Restricted and unrestricted tests indicated that there is signif-

icant difference between IU and AUL which mean that the actual use and loyalty will be in-

creased with the increase the level of trust. The trust in part of privacy and secure the personal 

data on the smart devices when using the social applications. As shown in tab. 7, the pathways 

to confidence in trust moderator are significant with both sides of study group. IU and AUL 

were not significant in trusted side for the theoretical framework entities of this study. 

Discussion 

The spread of social media technology has led to a significant improvement of the 

application industry that is interested in social relations between the parties that designed 

these applications as a direct investor in the field of technology and digital transformation, 

and the parties of the three beneficiary parties (Sender – Receiver - the sectors that are bene-

fiting from the interests of previous two parties), which gave a good technological transfor-

mation in the scope of using the various communication options between the beneficiaries. 

These entities will play an important role in the planning processes and rapid development in 

social communication field. As indicated by a number of previous studies, which were raised 

by scholars and practitioners of public relations in social media studies such as [32]. 

The requirements of social media application have evolved in general, where users 

deal with the features of social media with a bit of professionalism and excellence. High level 

Table 5. Correlation matrix and discriminant validity of 
the measurement model + path coefficients, t-values and p-values 
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IQ 0.561          H1 0.739 8.722 IQSI 
*** 

SQ .739** 0.842         H2 0.588 6.168 SQSI 
*** 

SEQ .686** .673** 0.817        H3 0.745 7.674 SEQSI 
*** 

CE .691** .586** .739** 0.587       H4 0.644 10.020 CEPV 
*** 

CE .785** .823** .742** .825** 0.517      H5 0.697 8.596 CEOWOM 
*** 

SI .758** .462* .754** .898** .569** 0.875     H6 0.845 9.718 SIIU 
*** 

PV .674** .623* .712* .673** .741** .673** 0.836    H7 0.368 7.312 PVIU 
*** 

OWOM .820** .445** .632** .842** .644** .731** .673** 0.852   H8 0.698 10.325 OWOMIU 
*** 

IU .521** .597* .596* .623* .617** .569** .789** .545** 0.781  H9 0.732 11.018 IUAUL 
*** 

AUL .618** .748** .584* .431* .841** .721** .586** .710** .565** 0.799      

Table 6. Sample distribution by four moderators group 

Moderator  Group Level 
Sample Distribution by Moderator Group  

N P 

Trust 
Trusted 745 86.94% 

Not Trusted 112 13.07% 
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of dealing with communication applications means that social media has become the focus of 

the attention of many interested parties of users’ data, which can be used and relied upon by 

analyzing it to know what is the next trend to deal with social applications are more accelerat-

ed to be more acceptable by the beneficiary group [32, 33]. 

It has been promoting many new features of social media applications in the audio-

visual media. The pace of development has become continuous and at a great acceleration due 

to response of people pressures of people who are benefiting from various media. For exam-

ple, in WhatsApp application, the number of new and updates features in the application be-

tween 2021-2022 is equivalent to 15 updates, where 21 new features have been introduced 

into the application based on the wishes of the end beneficiary [33]. This means that the out-

puts of this study will directly contribute to the mechanism of developing social media appli-

cations directly, as well as to increasing the chance of acceptance and dealing with it. Fur-

thermore, people's interest in social networking applications is constantly increasing and it’s 

based on the level of services provided in these applications to the target segment. The analy-

sis in this study indicated that people's interest was built on quality in both information and 

the institutional structure of systems and services, entire these services are no value as long as 

the participation of the target audience is not at the required level. The quality with participa-

tion will help the emergence of information will help to publish a number of sub-benefits, e.g. 

people’s acceptance of social media applications based on the perceived value, sharing infor-

mation as long as the applications maintain the privacy of users, and allow to post the infor-

mation that is approved by the beneficiary. By this privacy approach the applications will 

become in accepting to the user rather than his/her information is published without prior 

consent. Also, the privacy approach will help the user's acceptance of a specific social net-

working application and enhances the advice to use specific applications through OWOM, 

which will eventually lead to increase the actual use and loyalty in the future if the require-

ments of the target segment are met. 

Work with social networking applications is dealing subjectable to users’ trust, 

which increases or decreases based on the previous factors that are branch from Functional 

Table 7. Table 2: Summary of path coefficients, t-values and p-values for 
gender and experience moderators 

Gender 

Trustd, N = 745, 
86.94% 

Not Trusted, 
N = 112, 13.07% 

Constrained 
model 

Unconstrained 
model 

∆
(𝑑
𝑓

 =
 1

) 

Testing 
result 

Estimate 

t-
v

al
u

e 

P Estimate 
t-

v
al

u
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P 𝜒2 𝑑𝑓 𝜒2 𝑑𝑓 

H10 IQSI 0.591 5.091 *** 0.691 6.189 *** 3187.4 54 3506.2 60 6.71 Supported 

H11 SQSI 0.713 5.313 *** 0.641 6.454 *** 3323.9 56 3656.3 62 9.69 Supported 

H12 SEQSI 0.761 5.461 *** 0.646 6.637 *** 3418.1 57 3760 64 8.76 Supported 

H13 CEPV 0.685 5.485 *** 0.558 6.665 *** 3432.5 58 3775.8 64 9.68 Supported 

H14 CEOWOM 0.917 5.817 *** 0.54 7.065 *** 3638.5 61 4002.4 68 6.72 Supported 

H15 SIIU 0.868 5.368 *** 0.592 6.517 *** 3356.3 56 3692 63 10.77 Supported 

H16 PVIU 0.989 5.289 *** 0.757 6.426 *** 3309.4 56 3640.4 62 11.69 Supported 

H17 OWOMIU 0.729 4.929 *** 0.665 5.985 *** 3082.3 52 3390.6 58 8.73 Supported 

H18 IUAUL 0.653 4.776 345 0.57 5.802 ***      
Not 

Supported 

Notes: IQ = information quality, SQ = system quality, SEQ = service quality, CE = customer engagement, 
SI = sharing information, PV = perceived value, OWOM = online word of mouth, IU = intention to use, 
AUL = actual use and loyalty, - *p < 0.1, **p < 0.05, ***p < 0.001 
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Requirements & Non-functional Regalements, which represent the advantages that help in-

crease the level of acceptance of social networking applications and thus increase the user’s 

intention to use and increase the level of loyalty, which can be developed and enhance by 

increasing the level of trust via customers. This will help the continuity to deal with the future 

if there is a stable and fossilized environment to work on social applications [13]. Through the 

analysis in this study, it appeared to us that the level of trust does not greatly affect the ac-

ceptance of users to deal with social media applications, as there is no significant difference 

between the two sides of the segment participating in the questionnaire, and this means that 

users of social media can use various social media applications Either those applications 

whose properties can be trusted or those that cannot be trusted. 
Through the analysis stage of this study, it appeared to us that the level of trust does 

not greatly affect the acceptance of users to deal with social media applications, as there is 

difference between the two sides of the segment participating in the questionnaire, and this 

means that users of social media can use various social media applications Either those applica-

tions whose properties can be trusted or those applications that cannot be trusted. This means 

that there is a lot of information that the applications are expected to benefit from collecting it 

and analyzing it for users' personality and can sell it to the parties interested academic research 

centers without reach to the user's trust in these applications or not. Using the users’ experience 

and their behaviors without get their permission, leads to the possibility of violating the princi-

ple of privacy for the user. The main reason for continuation of this act is the lack of awareness 

what personal information should be secure in social applications and what of them can be share 

to others. The research centers and advertising companies are considering this information like 

treasure to build a persona about users and what are their characteristics. 

By focusing on utilizing social media to spread knowledge through audiovisual me-

dia, social media sites are allowing authorities in a number of countries to circumvent their 

resources to build massive networks of people in which interested people are deeply involved, 

rather than passive or uninterested audiences. The features of spread information in social 

networking are used to increase the enthusiasm for more people to enter it and take advantage 

of the characteristics of their data and their uses to build various content and characteristics 

for users [4]. Therefore, when taking advantage of the social media application requirements 

of the target segment, it is expected that there will be four potential effects of social media 

channels on the end user, which can be summarized in (enhancing the transparency of the data 

used and which is available to other users - improving the user’s decisions to publish his/her 

personal information or not - enhancing community services through the dissemination of 

general knowledge in various aspects of life - improvement of knowledge management and 

informational participation in it through the dissemination of various aspects of knowledge to 

the user) which helps to increase confidence in social applications. 

Although social media is viewed positively as a constructive tool for building new 

mutual relationships between users, those responsible for social applications must have strict 

and clear policies to ensure effective, safe, and privacy-conscious use of users due to the im-

portance of effective communication networks and their role in strengthening Communicate 

and actively participate in building beneficial and safe community relationships online [34]. 

The positive attitude is not without pitfalls and obstacles because many social media applica-

tions struggle with limited funds and the increased demands of participants in communication 

platforms to reach the financial flow that is required to the appropriate continuity of social 

media platforms at the future period [35]. 
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Implication  

Current generations of users are using social media and digitalization as resources to 

connect with others, share information, and use feedback to make decisions about it. The 

connection via smart devices cannot be underestimated due to the penetration of social media 

into the fabric of modern societies, as its impact on personal, social, and organizational to rise 

in the foreseeable future [4]. Social media is a critical influential factor on the personal and 

societal level, so the decision to continue using it is depending on the acceptable to deal with 

particular application or switch to another, and this means personal information and the priva-

cy level will be a major concern among most applications, some of them lack the lowest level 

of preserve of beneficiary privacy. Thus, the influx of information will help to improve Inter-

net activities and their implications for policy makers in social applications. Writing the poli-

cy in appropriate way increase user confidence in applications, especially in tools that pene-

trate the privacy of the beneficiary and provide general rules for framing the quality of ser-

vices, system, and information that can be placed in social applications, and thus could help to 

increase the level of acceptance, trust, and frequent actual uses of social applications. 

From a technical perspective, the main objective to determine the functional and non-

functional requirements, which should be available in social media applications can make social 

applications more efficient and effective for society. Also, identify and determine social applica-

tion requirements provide policy makers with rich perspectives on how to benefit and invest in 

social media applications field to build capabilities and facilitate to increase the ability and expand 

the number of users in the future. The relationship between information quality, system quality, 

and service quality was great, therefore, we suggest that the developers of social applications con-

tinue to focus on improving these three constructs through effective and fruitful communication 

channels with the end consumer in order to enhance confidence and benefit from it in increasing 

number of users of these applications. Also, the quality services and feedback can affect the actual 

usage and it is an important reason for improving user satisfaction of social media applications. 

Finally, it should be noted the importance of bilateral communication between ap-

plication users and developers in order to hearing the users’ opinions about what services and 

capabilities that must be developed to increase the opportunities for exchanging information 

with others and to predict the practices and features that the last user needs for the continuity 

of use of social applications. Good communication will help to increase consumer satisfaction 

in social media services and more awareness in the future. 

Limitation  

There are some limitations in this study, which focus on the influence of demo-

graphic characteristics on the constructs of this study theoretical framework. It may help to 

impact on the constructs of the theoretical framework in the future. Availability of sufficient 

information in impact of demographic characteristics on social application uses will help poli-

cy makers to make informed choices about the operational and actual use of social media 

applications. Furthermore, an in-depth examination of people's opinions and responses using 

qualitative analysis is expected to help understanding the actual requirements of social media 

applications that help users increase the level of trust, usage, and loyalty of specific social 

media applications. Additionally, the maturity of such type of studies depends on the suffi-

cient time, therefore longitudinal or multi-stage studies will help shed more light on the real 

functional and non-functional requirements, which can help to build an integrated approach to 

the requirements of social networking applications for specialized societies. 
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Conclusion  

This study focused on exploring the functional and non-functional requirements and 

the prevailing concerns for using social networking applications from the user's point of view. 

Providing the real functional and non-functional requirements clearly help to Increase the 

level of acceptance, trust, frequent use of these applications when the privacy for the user is 

achieved. The theoretical framework that has been proposed in this study is conducted to 

ensure the actual use and build loyalty and identifies the basic requirements of information 

quality, system quality, services quality, and sharing information with other construct to in-

crease the level of acceptance of social media applications. The confidence and trust to share 

information and OWOM for using specific applications after being convinced of the per-

ceived usefulness of them. The analysis shows support for all the hypotheses in this research, 

and the presence of a trust moderator indicate that the use of applications can be used to per-

form many tasks without the need for a high level of trust. The use of social networking ap-

plications will provide a great awareness of the best practices and policies that should be 

available in social networking applications if they are used frequently. Using the social media 

frequently help to develop the structure of social networking applications and continuous to 

flow of information about when using social networking applications, which will be reflected 

on actual use of social application. The previous study, indicated that sharing information as a 

variable to accept dealing with social media applications is one of the signs of actual use, 

which will greatly affect the intention and actual use of social media applications. Also, it 

should be noted that using of social media applications is generally indispensable, so the us-

er's opinions needs play a vital role in building appropriate tools and requirements to increase 

trust and disclosure. It is recommended that these studies be conducted in different countries 

and at different levels to broaden the generalizability of the results. Where cultural values and 

the continuous development of conceptual framework structures play an important role in the 

intent to use and the actual use of innovative technologies. 
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Appendix A 

Main requirement’s that have been collected by target audience for social applications 

Content and Features: This part contains the features and basic information that 
should be included in the social application 

Related 
Construct 

ID 

The social app should contain text messages. 

In
fo

rm
at

io
n

 Q
u

al
it

y
 (

IQ
) 

IQ1 

The social app should contain the messages or post contain a limited number of 
characters. 

IQ2 

The social app should contain upload and download video files during the 
conversation or the messages. 

IQ3 

The social app should contain upload and download audio files during the 
conversation or send the message. 

IQ4 

The social app should contain upload and download image files during the 
conversation or send the message. 

IQ5 

The social app should contain emoji features to be used while chatting or sending a 
messages. 

IQ6 

The social app should contain effects’ features on the image files before publishing it.  IQ7 

The social app should contain effects and filters’ features for video files before 
publishing it. 

IQ8 

The social app should contain share files (audio - image - text - video) with other 
users or applications. 

S
er

v
ic

e 
Q

u
al

it
y
 (

S
E

Q
) SEQ1 

The social app should contain a list of shared games with other customers? SEQ2 

The social app should contain a platform that works on the PC to supports the smart 
phones application. 

SEQ3 

The social app should contain require to get approval prior to access the list of 
contacts. 

SEQ4 

The social app should contain a feature to make voice calls through the application. SEQ5 

The social app should contain a feature to make video calls through the application. SEQ6 

The social app should contain a feature to make group calls through the application. SEQ7 

The social app should contains join the chat via invitation links or QR code.  

C
u

st
o

m
er

 
E

n
g

ag
em

en
t 

(C
E

) CE1 

The social app should contain sharing screen feature with colleagues in the group. CE2 

The social app should contain private groups that can be invited and participated in. CE3 

The social app should contain public groups that can be invited and participated in. CE4 

The social app should contain current share location or live share location  CE5 

The social app should contain share promotional ads CE6 

The social app should contain an electronic payment tools through the application. CE7 
   

Development and Support: This part contains the method used to identify the 
supporting steps that mainly help to develop the application 

Related 
Construct 

ID 

The social app should contain various rewards system for those who find security gap 
in the application. 

S
y

st
em

 Q
u

al
it

y
 (

S
Q

) 
 

SQ1 

The social app’s Infrastructure can manage, delete, and filter virus messages before 
they reach the users. 

SQ2 

The social app should contain a mechanism to detect hacked or virus-containing 
messages. 

SQ3 

The social app should contain an appropriate mechanism related to resetting 
passwords. 

SQ4 
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The social app should contain a clear mechanism for recovering the account in case 
of losing it. 

SQ5 

The social app should contain a clear mechanism for recovering lost or forgotten 
passwords. 

SQ6 

The social app should contain free spaces uses for sent files. SQ7 

The social app should contain restrictions to link the app’s account with application 
through (mobile number - email - username) 

SQ8 

The social app should contain the availability to work in the application depend on 
the availability of the Internet at all times. 

SQ9 

The social app should contain face or finger Verification or QR to open the 
application. 

SQ10 

   
Protection and privacy: This part contains the definition of standards and 
characteristics that help to maintain and product the confidentiality of users' data and 
uses from abusers or hackers. 

Related 
Construct 

ID 

The social app should contain two-factor authentication when using the app  

P
er

ce
iv

ed
 V

al
u

e 
(P

V
) 

PV1 

The social app should contain there three-factor authentication when using the app  PV2 

The social app should contain unwanted dialogues blocked feature. PV3 

The social app should contain search feature for the messages that have been sent or 
received through the application. 

PV4 

The social app should contain search feature for the image files that have been sent or 
received through the application 

PV5 

The social app should contain search feature for the audio files that have been sent or 
received through the application 

PV6 

The social app should contain search feature for the video files that have been sent or 
received through the application 

PV7 

For security reason, the social app should require a password to enter the application 
from different environment. 

PV8 

The social app should require a strong password based on choosing a combination of 
uppercase and lowercase letters and numbers for passwords. 

PV9 

The social app should contain End to End encryption between the speakers. PV10 

The social app should contain the feature that make and send messages to everyone.  

S
h

ar
in

g
 I

n
fo

rm
at

io
n

 (
S

I)
 

SI1 

The social app should contain the feature that make messages limited to a specific 
numbers or users. 

SI2 

The social app should require an effective official email to communicate with the 
technical support in case of urgent support. 

SI3 

The social app should be complex, so that it takes advantage of limited experience of 
users for prevent them from hacking their accounts.  

SI4 

The social app should to be back up the data for using it in another device. SI5 

The social app should contain the feature to verify and identity the person who using 
the application.  

SI6 

The social app should contain feature to ask the users for share their information with 
third parties.  

SI7 

The social app should contain feature to delete the user's personal data from the main 
server upon request. 

SI8 

   
Protection and privacy: This part contains the definition of standards and 
characteristics that help to maintain and product the confidentiality of users' data and 
uses from abusers or hackers. 

Related 
Construct 

ID 

The social app should contain the feature that protect personal data stored within the 
application form not authorized person. 

O
n

li
n

e 
W

o
rd

 O
f 

M
o

u
th

 (
O

W
O

M
) 

OWOM1 

The social app should let the user to use the application without require create an account. OWOM2 

The social app should contain feature to keep the history of the accounts that have 
been visited through the application.  

OWOM3 

The social app should contain feature the HTTPS protocol to secure the browsing 
visiting data the application.  

OWOM4 
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The social app should contain feature to allow and access web pages through the 
application. 

In
te

n
ti

o
n

 t
o

 U
se

 (
IU

) 

IU1 

The social app should contain analyze user data that has been accessed through the 
application. 

IU2 

The social app should contain feature that access and analyze the personal data within 
using the application.  

IU3 

The social app should contain awareness feature to fundamental privacy and security 
aspects through the application. 

IU4 

The social app should contain and use the MMTLS protocol to protect the sent and 
received data through the application  

IU5 

The social app should use trusted electronic payment tools through the application.  IU6 

The social app should use safety payment tools safe in the application (require a SMS 
code to complete the payment transaction).  

IU7 

The social app should use a payment channels as third party to accomplish payment 
transaction.  

IU8 

   

Ease of use & use: This part focuses on identifying the basic requirements that help 
ease of use and spread widely 

Related 
Construct 

ID 

The social app should be available wide geographical area and more than one 
continent.  

A
ct

u
al

 U
se

 &
 L

o
y

al
ty

 
(A

U
L

) 

AUL1 

The social app should contain the smart device feature to enter the application e.g. 
fingerprint or face.  

AUL2 

The social app should contain multiable known language (the most important ones)  AUL3 

I can use the social app when the number of the application user is high and wide.  AUL4 

I can use the social app when the number of the application downloaded is global and 
high  

AUL5 

Is there any more features or requirements that that is not mentioned previously, 
please mention it here 

AUL6 

Appendix B 

Rotated Factor Loadings of M-Commerce Application integrated with ISS Model 

ID Indicators 
Component 

1 2 3 4 5 6 7 8 9 

IQ1 

In
fo

rm
at

io
n

 Q
u

al
it

y
 

(I
Q

) 

.645         

IQ2 .755         

IQ3 .754         

IQ4 .744         

IQ5 .529         

IQ6 .674         

IQ7 .788         

IQ8 .693         

SEQ1 

S
er

v
ic

e 
Q

u
al

it
y
 

(S
E

Q
) 

 .745        

SEQ2  .635        

SEQ3  .641        

SEQ4  .741        

SEQ5  .641        

SEQ6  .622        

SEQ7  .634        

CE1 

C
u

st
o

m
er

 
E

n
g

ag
em

en
t 

(C
E

) 

  .532       

CE2   .754       

CE3   .534       

CE4   .685       

CE5   .722       

CE6   .615       
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CE7   .735       

SQ1 

S
y

st
em

 Q
u

al
it

y
 (

S
Q

) 

   .745      

SQ2    .635      

SQ3    .785      

SQ4    .567      

SQ5    .852      

SQ6    .625      

SQ7    .645      

SQ8    .678      

SQ9    .612      

SQ10    .841      

PV1 

P
er

ce
iv

ed
 V

al
u

e 
(P

V
) 

    .624     

PV2     .845     

PV3     .635     

PV4     .745     

PV5     .856     

PV6     .652     

PV7     .754     

PV8     .862     

PV9     .635     

PV10     .715     

SI1 

S
h

ar
in

g
 I

n
fo

rm
at

io
n

 
(S

I)
 

     .657    

SI2      .745    

SI3      .655    

SI4      .567    

SI5      .523    

SI6      .541    

SI7      .623    

SI8      .602    

OWOM1 

In
te

n
ti

o
n

 
to

 U
se

 (
IU

) 

      .518   

OWOM2       .732   

OWOM3       .742   

OWOM4       .553   

IU1 

In
te

n
ti

o
n

 t
o

 U
se

 (
IU

)        .742  

IU2        .793  

IU3        .751  

IU4        .631  

IU5        .723  

IU6        .642  

IU7        .762  

IU8        .642  

AUL1 

A
ct

u
al

 U
se

 &
 

L
o

y
al

ty
 (

A
U

L
)         .566 

AUL2         .705 

AUL3         .712 

AUL4         .663 

AUL5         .815 

AUL6         .603 
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