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In order to solve the problem that the image encryption algorithm cannot elimi-
nate the strong correlation between adjacent pixels in the image, with poor abili-
ty to resist attack and low efficiency, an Image encryption algorithm for torsional
components of generators based on complex chaotic model is proposed. Extracting
the RGB torsional vibration component of the image for discrete cosine transform
transformation, it is then rotated and fused to complete the initial encryption of the
image information. In order to further enhance the security of image information,
2-D discrete cosine transform and 2-D compressed sensing measurement are ap-
plied to the initial encrypted image information. The real number matrix of mea-
surement is merged into the complex value matrix, and the adaptive random phase
coding is applied. The image information complex chaotic encryption model is con-
structed according to the coding result, so as to eliminate the strong correlation
between the adjacent pixels. Particle swarm optimization is used to co-ordinate and
optimize the parameters of the compound chaotic encryption model to improve the
encryption performance of the model. Experimental results show that the pixel has
low correlation, high security and strong ability to resist attacks after encrypting
with this algorithm.

Key words: compound chaotic encryption, component fusion, image encryption,
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Introduction

The increasing frequency of information exchange has been prompted to transfer from
old information transmission mod to more convenient transmission mod. With the rapid devel-
opment of computer and network, network transmission has been highly paid attention [1].
The text, image, video data and other information involved in transmission are insignificant,
and some are related to state secrets, trade secrets or personal privacy. For example, the design
of a military map or frontier technology transmitted through the network may be destroyed
intentionally or unintentionally, which threats the safety of a country with the leakage of tech-
nology [2]. Because there is no absolute information security, there are always some security
holes in the network environment. Therefore, how to ensure the integrity and confidentiality of
information is particularly important, especially the integrity and secrecy of the image data has
become the focus of people’s concern [3]. Image encryption is the key technology to solve in-
formation security. It is also an important technology in the application of digital watermarking
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and information hiding. The study of image encryption has a very high theoretical and practical
significance [4].

In recent years, scholars have proposed some new image encryption algorithms. Song
et al. [5], which describes an image encryption algorithm combining self-coding and hyper-
chaotic mapping. The main control key is used to determine the improved discrete Henon
mapping parameters, and the intermediate key matrix of the image size is generated by several
iterations. The random sequence is generated by its self-return encoding and Logistic chaotic
mapping disturbance, and the random sequence generated by the 2-D discrete hyper chaos
mappings is fused by an improved 3-D Lorenz reversible mapping. A new 2-D reversible
product operation is used to generate the ciphertext image. The algorithm can resist differen-
tial and chosen plaintext attacks, but the efficiency of image encryption is low. Bao and Liu
[6] proposes an image encryption algorithm based on inline delay chaotic map coupled with
Lorenz system. The time delay is introduced into the Logistic mapping and the initial value
of the Arnold mapping is generated. Based on the plaintext pixels, the iteration number cal-
culation model of the Arnold mapping is constructed. According to the iteration times of the
Arnold mapping, the calculation function of the mapping control parameters is established,
and a set of random sequences is generated and the image scrambling is completed by the set
of bit sets, the iterative hyper mixing is performed. The chaotic Lorenz system generates the
4-D sequence group, introduces the key stream to modify the 4-D sequence group, and con-
structs the pixel diffusion mechanism to complete the image encryption. The scrambling algo-
rithm of pixel location is independent of plaintext content, and it is difficult to resist plaintext
and differential attacks. Cui and Ding [7] proposes an improved image encryption algorithm
based on chaotic encryption and cyclic shift in wavelet transform domain. The corresponding
key is generated according to the original image, and the original image is circulated and
shifted with the key. The image is transformed by wavelet transform to obtain the wavelet
transform domain, and the image is mapped by 2-D chaos, and scrambling processing is made.
The ability of the algorithm to resist attack is poor.

In view of the aforementioned problems, an image encryption algorithm for torsional
components of generators based on composite chaotic model is proposed [8].

Image encryption algorithm
Image torsional vibration component fusion

The torsional vibration components R, G, and B are extracted from the matrix trans-
formation of images. The three components are passed through a low pass filter with a size of 1,
filtered out the high frequency part and transformed the component size into the original 1/3, in
order to transform and fuse the next step, and then are carried into the DCT transformation. For
forward DCT, the original image is regarded as a space function [9], which makes x a row of
pixels, the Y is a column in pixels, and the 2-D DCT and IDCT, respectively:
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where c(u) represents the low frequency component, ¢(v) — the high frequency component,
X (u,v)— the coefficient after DCT transformation, x(i, j) — the pixels in the image, (7, j) — the
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pixel co-ordinates, N — the total number of pixels, i — the pixel points, v — the compensation
coefficient, and u —the DC coefficient obtained after DCT transformation. The torsional vibra-
tion components of the two images after DCT transform are rotated 0°, 45°, and 90° and fused,
respectively. In order to make a picture of the fused picture for encoding, the R, G, and B com-
ponents of the same picture are taken separately from left, right and right. The fusion process
can be completed by using the following blending:
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Among them, S(p, j) represents the image after the completion of the fusion, s, (i, j),
s, (i, j), s5(i, j) represent three torsional vibration components of the image, A — the constant, A
— the horizontal length of the image matrix. The n,, n,, and 7 are variables, which determine
their value based on the evolution of p. The a, f, represents the variable attribute value of the
change in the fusion process, the features of s;, s,, and s, are fused into the transformed images,
and finally the fused images are obtained.

Image complex chaotic encryption model

In order to prevent excessive number of keys, the parameters of the chaotic maps
logistic-tent system (LTS), logistic-sine system (LSS), and tent-sine system (TSS) are unified
as keys [10-12]. The plaintext and each torsional vibration component are sparse processed by
discrete cosine transform, respectively. The result of sparsity is compressed and measured and
encrypted, and the compressed sensing measurement matrix is generated by 1-D compound
chaotic map. In each round of adaptive process, the random phase mask and random matrix are
generated by chaos mapping control, and then the Li and Zhao [13] is reordered by the cross
control of the RGB component of the image. The detailed encryption process is:

— Step 1: A complex chaotic mapping is used to generate a matrix, ®,. The steepest descent
method is used to optimize the image information measurement matrix, @, based on chaos.
The specific steps are:

(1) The parameter selection of LTS is «;, the initial value is «,, to generate image informa-
tion encrypted complex chaotic sequence S; = {0 <s; < 1|i =1,2---,}. Among it, s; means
Chaotic sequence elements. As parameter setting of LSS is «x;, the initial value of «,,
used to generate complex chaotic sequence.
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(2) One element is selected from S, and S, of complex chaotic sequences to form a new
pseudo random sequence Sq (k) =S,(20k —19), S4, (k)=5,(20k +20MN -19), in
which Sq, and S, are rearranged to generate matrices @, and @,, respectively:

S (D), +y8¢ (MN—-M +1)

2] "
CD,-—\/% : (0)

s(Dl_(M),---,sq,i(M‘N)

The M x'N means image size, k¥ means compound operation. So @, and ®, are generated
with S,.
Equation (3) optlmlzes the matrix ®,, ®,, ®;, and ®, with the steepest descent
method [14]. The D, = ® kl// correlation coefficients between ®@,, x and T by the formula:
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where d; ; means the i columnof D,, d, ;—the jcolumn of D,, w" — the control parameters
of chaotic sequence characteristics, 7 — the dimension. The more the G,. value tends to the unit
matrix, the better the reconstruction effect of image compressed sensing.

— Step 2: The RGB components of the two images are measured by 2-D discrete cosine trans-

u(D,)=max G,

form and 2-D compressed sensing, respectively, [15], get x;, y; € RMM
=y, Xej =&)10‘j'&)2 )
By = py', Vg = CT)3051"&)4 )

Among them, , means the / discrete component obtained from the ;" discrete co-
sine transformed, B, — the h approximate value obtained from the j' discrete cosine trans-
formed, ®,, ®,, ®,, ®, — the chaotic matrix of discrete cosine transform [16].

— Step 3: The x,; and y,; are combined into complex matrices, x,; of them as the real part, the
imaginary part is y,.

> Cj

Zy =Xy 1Yy (10)

where z; is a complex valued matrix.
— Step 4: compress encryption results by image compounding chaotic encryption model.

The particle swwarm algorithm is used to optimize
the control parameters of the model.

According to the Shannon cryptography theory [17], the uniformity of U, is intro-
duced to evaluate the uniform distribution characteristics of the image mphertext information.
Setting U, indicates the ratio of ciphertext sequence X, (7) and variance CTX to uniform noise
sequence X, (i) and variance O'X That is:

N
2 LXO-X
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where X, = E(X,) = [XY, X, (i))/N means the mathematical expectation of X,, X, — the uni-
form noise sequence, X, — the mathematical expectation of X,. The normalized similarity S,
is introduced to measure the approximate degree between the ciphertext sequence X, (i) and the
plaintext sequence and X, (7). The following formula is set:

N
> X ()X, ()
Sin (X, X)) =—= (12)

N N
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According to the theory of Shannon cryptography, the encryption effect of a cryp-
tographic system is not only reflected in the correlation between the ciphertext and the plain-
text, that is, the correlation, but also the degree of the concealment of the ciphertext, which
causes the third party’s subjective desire to crack, that is, uniformity. Therefore, the correlation
coefficient and evenness index are selected to construct the objective function J , the parameter
coordination optimization problem can be expressed as:

minJ(K,.,T.,T.,)=a f; +a, /;
s.t. Kc,min <K, < Kc’max
Tcl,min < Tcl <T.

cl,max
T2,min < TcZ <T,

c c2,max

(13)

By minimizing the objective function, the encryption effect of the image composite
chaotic encryption model can be optimized. The particle swarm optimization algorithm is used
to globally co-ordinate and optimize the parameters of the image composite chaotic encryption
model K, T, and T ,:

c

T = min f, 2= —¢ (14)

Ty xa f
The encryption performance of image composite chaotic encryption model can be
improved to a great extent by the upper formula.

Experiments simulation

In order to prove the validity of the proposed image encryption algorithm for torsional
components of generators based on compound chaos model, which is performed on the IS-
3210M CPU of the hardware platform with 4 GB memory, and is simulated by the simulation
software under Matlab R2010a. Two 256 x 256 x 8 grayscale images are the original images
to be encrypted. The encryption effect is included following methods: image encryption algo-
rithm using the combination of the proposed algorithm, self-encoding and hyper chaos mapping,
image encryption algorithm coupled with Lorenz system of in-line delay chaotic map, and sin-
gle-based Chaos image encryption algorithm for image local scrambling and dynamic feedback.

Statistical analysis

Performing double random phase encoding based on chaotic maps and fractional-order
random transforms for complex-valued matrices. The complex chaotic sequence generated by
it has a very good distribution of 0 and 1 characteristics. The encrypted image has a better
uniform distribution. In fig. 2, the image histogram is performed before and after encryption of
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fig. 1. The encrypted image has good uni-
form distribution characteristics, with high
anti-statistical analysis capabilities.

The 2000 points are randomly se-
lected from a 256 x 256 x 8 encrypted im-
ages, which are calculated according to the
eq. (17). As shown in tab. 1, the correlation
coefficients between the horizontal, vertical
and diagonal pixels are represented by L, V,
and D, respectively. As the original image
has an ornamental significance, the change
of the pixel value is relatively gentle, and 3
adjacent situations are found. The correlation
Figure 1. Original image coefficient between the pixels is larger, and
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Figure 2. Original and encrypted histogram; (a) histogram before encryption
and (b) histogram after encryption

the encrypted image is similar to the noise image, and the corresponding correlation system values
are smaller. This is in accordance with the statistical law. From the point of view of cryptography,
it also shows that the proposed algorithm has good encryption performance.

Table 1. Correlation coefficient between pixels

Pixel relation Contiguous level Perpendicularly adjacent Contiguous object
Original image 0.9854 0.9521 0.9754
Encrypted images 0.0125 0.0124 0.0125

Analysis of anti cutting attack

The ability to resist the clipping attack is one of the criteria for measuring the image
encryption algorithm. The image after the clipping part is decrypted by the proposed algorithm.
The decrypted image, is shown in fig. 3(a) as a part of the right lower right corner from figs. 1,
and 3(b) is the decryption result of the clipping part of the encrypted image.

In fig. 3, it can be seen that the proposed algorithm carries out 2-D discrete cosine
transform and 2-D compression perception measurement for the first encrypted image infor-
mation. The real number matrix of the measured data is merged into a complex value matrix,
and the complex matrix is adaptive random phase encoding, which breaks the linearity of the
whole encryption process, and the attacker is difficult to deduce plaintext from the ciphertext
and deduce the key from the known information, which has a good ability to resist clipping
attack.
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Figure 3. Experimental results of the anti-clipping attack of the
proposed algorithm; (a) clipped image (b) decrypted image

Analysis of resistance to damaged

The ability of anti-breakage attack is also a standard to measure the image encryption
algorithm, using the proposed algorithm to decrypt a partially damaged encrypted image. The
decrypted image is shown in fig. 4(a) with two partially damaged encrypted images, and fig.
4(b) is a decryption result of partially damaged encrypted images.

In fig. 4 it is shown that the proposed algorithm carries out 2-D discrete cosine transform
and 2-D compression perception measurement for the first encrypted image information. The real
number matrix of the measured data is merged into a complex value matrix, and the complex value
matrix is adaptive random phase encoding, which makes the change of a single plaintext pixel
influence the global information of the ciphertext. Comparing figs. 4(a) and 4(b), it can be seen

Figure 4. Experimental results of the anti-breakage ability of the
proposed algorithm; (a) partially damaged encrypted images, (b)
decryption results of partially damaged encrypted images

that the image features become clearer. At the same time, the generation of random phase encoding
and random matrix not only depends on chaotic mapping, but also changes with the change of the
image of the plaintext. The attacker cannot deduce the key from the known information. It has
better ability to resist damage and greatly improves the security of the image information.

Conclusion

In order to solve the problem that the current image encryption algorithm cannot elim-
inate the strong correlation between adjacent pixels, and make its ability to resist various at-
tacks in low efficiency, an image encryption algorithm for torsional components of generators
based on complex chaotic model is proposed. Based on the DCT transform, the algorithm can
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effectively remove the visual insensitive high frequency part of the image, and effectively resist
the attack of known plaintext. At the same time, in the coding process, the key sequence is not
only generated by chaotic mapping, but also influenced by the plaintext. The encryption pro-
cess is still different in different plaintexts even if the key is the same. The proposed algorithm
does not need to replace the key frequently, and the security of the system is enhanced. The
design of adaptive and RGB component interaction greatly enhances the security of the system,
and solves the problems that are difficult to resist some common attacks caused by the linear
properties of compressed sensing and many optical transformations. Simulation results and
theoretical analysis show that the algorithm has good anti-attack performance and compression
performance, good encryption effect and high security performance.
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