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In order to solve the problems of information sharing, tampering and leaking in 
mechanical operation data acquisition, an abnormal data acquisition system for 
mechanical operation based on block chain technology was designed. The system 
takes Beihang Chain as the prototype and designs the overall architecture of the 
system. Data acquisition module uses data acquisition card, CPU, programma-
ble logic device, A/D conversion chip and other equipment to collect and process 
abnormal data in mechanical operation. The alarm module divides the abnormal 
data collected by the data acquisition module into five levels: P1-P5. After the 
implementation of the alarm module, the abnormal information and alarm infor-
mation in the process of mechanical operation are transmitted to the abnormal 
data management module for storage. The system adopts the method of mechan-
ical operation anomaly data acquisition based on sparse sampling, and adopts 
hierarchical clustering method to establish the data acquisition tree of mechanical 
operation anomaly. The block chain technology is used to design the process of 
storing and monitoring abnormal data of mechanical operation. The experimental 
results show that the system has high accuracy of fitting curve for abnormal data 
acquisition, low real-time energy consumption, and the minimum energy consump-
tion is only 0.01/10-3 J.
Key words: block chain technology, mechanical operation, abnormal data, 

acquisition system, Beihang Chain, sparse sampling

Introduction

In order to avoid unnecessary losses, it is necessary to monitor mechanical operation 
data in real time and collect abnormal data of mechanical operation. By comprehensively ana-
lyzing these abnormal data, repairmen can judge or predict mechanical failure, so as to reduce 
the mechanical failure rate and prolong mechanical life [1, 2]. The designers can find the short-
comings of mechanical structure and develop better products [3-5]. 

There are many ways to collect abnormal data of mechanical operation, but all of 
them have some defects. For example, Kuang and Wang [6] designed a mechanical operation 
abnormal data acquisition system based on embedded technology. Because of the limitation of 
embedded technology, CAN node controller can only deal with some real-time information, 
but the information is easy to be tampered with. Wu et al. [7] designs the abnormal data acqui-
sition system of mechanical operation based on compressed sensing theory. In this system, the 
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abnormal data information of mechanical operation cannot be shared and the storage space is 
limited, so the information of mechanical operation can only be saved in a short time. Nikitaev 
et al. [8] designs the abnormal data acquisition system based on adaptive intelligent technology. 
The system cannot guarantee the privacy of abnormal data information of mechanical operation.

The IBM also regards block chain technology as TCP/IP in the era of Internet of 
Things, which will become the key technology to solve the core problems about information 
security, data storage and interactive processing in the Internet of Things [9-11]. On this basis, 
an abnormal data acquisition system for mechanical operation based on block chain technology 
is designed, which can effectively solve the difficult position of diversification development of 
mechanical operation information.

Methods

Block chain development technology-Beihang Chain

Beihang Chain is a license chain jointly developed by Beijing University of Aeronautics 
and Astronautics and Peking University. Beihang Chain introduced node credit system and ad-
opted parallel byzantine fault tolerance (CBFT), which accelerated the speed of information 
processing. Double-chain structure including account block chain (ABC) and transaction block 
chain (TBC) is adopted to improve scalability and throughput [12], and reduce the risk of delay 
and privacy leakage.

Beihang Chain architecture includes five layers: application layer, code layer on 
chain, interface layer, block chain service layer, and storage layer, as shown in fig. 1. The appli-
cation layer deploys applications. The code layer on the chain provides service that is connected 
with the contract. The interface layer provides external and internal API interfaces. The block 
chain service layer deploys the block double-chain system. The storage layer includes operating 
system and database services.

Design of data acquisition module 

Taking DSP as CPU, the data acquisition module uses data acquisition card, program-
mable logic device (CPID), A/D conversion chip, PCI interface chip, memory chip and other 
devices to realize the acquisition and processing of various signals in the process of abnormal 
data acquisition of mechanical operation.

The running data of mechanism are mainly vibration parameters, including amplitude, 
vibration frequency, phase, speed, axis displacement, temperature, pressure and flow rate. The 
data acquisition card uses DSP chip TMS320LF240 as the control and data analysis center of 
the data acquisition card, which realizes the process control for main program, the digital fil-
tering of collected data and the analysis of abnormal data.

Design of alarm module

The main functions of the alarm module of abnormal data acquisition: according to 
the relevant standards of abnormal data during mechanical operation given by the mechanical 
manufacturer, the hazard level and possible loss rate of the abnormal data of mechanical op-
eration collected and analyzed by the system data acquisition module are alerted. According 
to the abnormal degree of data, the system divides the abnormal data during mechanical op-
eration into five levels, which are expressed by P1-P5, where, P1: no abnormality, P2: mild 
abnormality, P3: moderate abnormality, P4: severe abnormality, P5: extreme abnormality. The 
working principle of alarm module is shown in fig. 2.
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Architecture design of abnormal data management module

The framework of abnormal data management module of mechanical operation is 
divided into four layers. From top to bottom, they contain application layer, code layer, block 
chain service layer and storage layer.

 – Application layer: it maps out visual pro-
grams, interacts with users, and sends 
user’s operation request and private key 
to the code layer on the chain for further 
processing.

 – The code layer on the chain: decrypt and 
verify the private key sent by the user, 
and judge whether the request is valid ac-
cording to the user’s rights. If valid, pro-
ceed to the next step according to the mode 
of operation, otherwise access is denied. Figure 2. Working principle of alarm module
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 – Block chain service layer: according to the feedback from the database, the need to delete 
blocks is judged. After successful operation, the database and Merkle tree of all nodes in the 
whole network will be synchronized. If the operation fails, the block will be deleted.

 – Storage layer: it is used for storing user data and responding to user’s operation request.

Software design

Abnormal data acquisition method of mechanical  
operation based on sparse sampling

The hierarchical clustering method is used to build the data acquisition tree of me-
chanical operation. The data sensors in each acquisition unit of mechanical operation are re-
garded as a class. We can suppose that there are M data sensors in the system of abnormal data 
acquisition of mechanical operation, which are divided into two categories, a and b. According 
to N mechanical units, they are divided into n categories. These categories are hierarchically 
aggregated one by one through the distance relationship. The formula is:
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where m  denotes the number of nodes in the acquisition unit of mechanical operation, ∈nm M  
– the category of hierarchical aggregation of collection data during mechanical operation, 

∈nn N , abd  – the distance between nm  and nn , ,m nD  – the distance between categories of col-
lection data during mechanical operation, x – the node obtained by data calculation, and y – the 
variance of distance between operation data. 

After using eq. (1) to construct the data acquisition tree of mechanical operation, the 
distribution of data in the whole process of mechanical operation is known. Next, the data of 
mechanical operation need to be grouped and the number of nodes in each group can be calcu-
lated by:
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where ( , )abd i j  denotes the distance between data in class a and class b. After calculating the 
node of mechanical operation data, the distance variance between the two groups of operation 
data is calculated:
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After constructing the data acquisition tree and completing the data grouping during 
the mechanical operation, the abnormal data of mechanical operation are collected, which are 
marked by the following formula:

 ,
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where W denotes time parameter, Q – the abnormal data node of mechanical operation. 
Respectively, ′x , ′y  and ′z  denote collected abnormal data. According to the formula, the 
abnormal data acquisition during the mechanical operation can be completed.
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Procedure for storing and supervising abnormal data  
of mechanical operation

The transmission of abnormal data of mechanical operation still adopts the tradi-
tional GPRS data transmission, only adding the control logic of encrypting and storing the data. 
Therefore, only adding the program code 
with block chain technology to the original 
electrical control program can complete the 
data storage.

The abnormal data of mechanical 
operation are collected and stored in block 
chain. The flow chart is shown in fig. 3.

Hash algorithm generates a fixed bi-
nary value from unlimited data. This fixed 
value is a hash value. The anchor is the 
process of writing Merkel root (root hash 
value) into the block chain. From the be-
ginning, the machine saves the abnormal 
running data of the current period within 
one minute every one minute and gener-
ates the hash value by hash algorithm at the 
same time. Ten hash values generated in ten 
minutes are written into the text. This text 
is hashed again to generate a unique hash 
value, which is called root hash. Because the block chain generates a new block every ten min-
utes, the time is matched as the root hash value generated by the abnormal data of mechanical 
operation within 10 minutes, which is written into the block chain, so that it can be preserved 
permanently and tamperproof.

Experiment

In order to verify the comprehensive performance of the abnormal data acquisition 
system of mechanical operation based on block chain technology, this paper takes a machine 
as an experimental object and uses the simulation tool of MATLAB to compare the proposed 
system, the abnormal data acquisition system of mechanical operation based on compressed 
sensing and the abnormal data acquisition system of mechanical operation based on adaptive 
intelligence. The data of the following simulations is collected by the No. 5 node in data acqui-
sition system of experimental object deployed by the Intel Berkeley research group in a certain 
time domain. The Inter Core i7-4710MQ CPU at 2.50 GHz processor is adopted.

Simulation of abnormal data acquisition  
during mechanical operation

In the previous simulation environment, three abnormal data acquisition systems are 
used to simulate. Figures 4(a) and 4(b) are all the comparisons between the sampling results of 
abnormal data of same experimental objects and the original data. The number of abnormal data 
sampling results and the original data sampling points are 50.

According to the comparison of fig. 4, it can be seen that all abnormal data sampling 
points in fig. 4(a) are uniformly distributed on the original abnormal data curve. In fig. 4(b), 
all the sampling points of abnormal data are sparsely distributed in the stage of smoother 
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data change. In the stage of drastic changes of abnormal data, the sampling points are denser. 
Therefore, the proposed system has good performance of anomaly data acquisition.

Comparison of system performance 

In order to verify the performance of system, three abnormal data acquisition systems 
of mechanical operation are compared in practice form various aspects. The comparison results 
are shown in tab. 1.

Table 1. Performance comparison of different detection systems

The system in 
this paper

A data acquisition system 
based on compressive sensing

Acquisition system based 
on adaptive intelligence

Construction time 1-2.5 days 3-5 days 2-6 days
Cost (10000) About 16000 Yuan About 28000 Yuan About 42000 Yuan

Client User interface display 
effect is better

User interface display 
effect is ordinary

User interface display 
effect is better

Server Efficient Poor efficiency Medium efficiency
Operational 
efficiency (%) 71.17% 46.24% 54.66%

According to tab. 1, we can see that compared with the data acquisition system based 
on compressed sensing and the data acquisition system based on adaptive intelligence, the pro-
posed system in this paper has lower construction time and cost. The effect of client display of 
the proposed system is better. The proposed system adopts block chain technology, which has 
the advantages of decentralization, information without tampering, anonymity and big storage 
space. Experimental results show that the system has excellent practicability and good inter-
face display effect, so that it can be widely applied in the field of abnormal data acquisition of 
mechanical operation.

Comparison of system energy consumption 

In order to test the real-time energy consumption of proposed system, three abnormal 
data acquisition systems are used to collect the abnormal data of experimental objects, and 
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then the real-time energy consumption of the three systems is compared. The results are shown 
in fig. 5.

From the analysis of fig. 5, it can be 
seen that the real-time energy consumption 
range of the acquisition system based on adap-
tive intelligence is between 0.020[10–3J] and 
0.047[10–3J], and the real-time energy con-
sumption range of the acquisition system based 
on compressed sensing is between 0.015[10–3J] 
and 0.052[10–3J]. The average energy consump-
tion of the acquisition system based on adaptive 
intelligence is 0.036[10–3J], the average energy 
consumption of the acquisition system based 
on compressed sensing is 0.039[10–3J], and 
the real-time energy consumption range of the 
system is 0.01[10–3J]~0.026[10–3J]. It shows 
that the real-time energy consumption of the 
system is low when collecting abnormal data of 
mechanical operation.

Discussions

The advantage of this system is mainly due to the block chain technology. Through 
the analysis of the concept of block chain, the characteristics of block chain are summarized 
into two aspects.

 – Decentralization and untrustworthy: Block chain is an end-to-end network that consists 
of many nodes. There is no centralized equipment and management organization. The ab-
normal data exchange between nodes is verified by digital signature technology without 
mutual trust. As long as it follows the established rules, the node cannot deceive each other.

 – Transparent transaction and anonymity of both parties: the operation rules of block chain 
are open and transparent, and all abnormal data information of mechanical operation is 
also open, so every transaction is visible to all nodes. Because the trust between nodes is 
removed, there is no need for public identity between nodes, and each node is anonymous.

Conclusion

Taking Beihang chain as an example, the abnormal data acquisition system and data 
acquisition module of mechanical operation based on block chain technology are designed. 
The experimental results show that the system has the advantages of high accuracy and low 
energy consumption in abnormal data acquisition and fitting curve. Compared with other two 
systems, the energy consumption of this system is reduced by 0.019[10–3J] and 0.022[10–3J], 
respectively.

Acknowledgment

This research was supported by Project of National Natural Science Foundation 
of China: Research on Side Channel Leakage Evaluation and Protection of multivariable 
Cryptography algorithm (61872096) and Innovation Team Project of Guangdong Education 
Department: Intelligent Computing and Security Processing Technology of Multidimensional 
Signal (2017KCXTDO21).

500 1000 1500 2000 2500 3000 3500
0.01

0.02

0.03

0.04

0.05

0.06

0

Paper system

Acquisition system based on 
adaptive intelligence

A data acquisition system based on 
compressive sensing

Time [s]

En
er

gy
 c

on
su

m
pt

io
n 

[1
0-3

J]

1

1

2

2

3

3

Figure 5. Comparison of real-time  
energy consumption curves for different 
detection systems



Xiao, Y.: Abnormal Data Acquisition System of Mechanical Operation Based on ... 
1560 THERMAL SCIENCE: Year 2020, Vol. 24, No. 3A, pp. 1553-1560

References
[1] Choe, H., et al., Multichannel FPGA-Based Data-Acquisition-System for Time-Resolved Synchrotron 

Radiation Experiments, IEEE Transactions on Nuclear Science, 64 (2017), 6, pp. 1320-11326
[2] Yang, C., et al., A Real-Ttime Data Acquisition and Processing Framework Based on FlexRIO FPGA and 

ITER Fast Plant System Controller, IEEE Transactions on Nuclear Science, 63 (2016), 3, pp. 1715-1719
[3] Beck, J. R., Commentary on: Real-Time Data Acquisition and Alerts May Reduce Reaction Time and 

Improve Perfusionist Performance during Cardiopulmonary Bypass, Perfusion, 30 (2015), 1, pp. 45-46
[4] Alfonso, M. J. F. I., et al., Some Improvements on Relativistic Positioning Systems, Applied Mathematics 

& Nonlinear Sciences, 3 (2018), 1, pp. 161-166
[5] Pandey, P. K., Jaboob, S. S. A., A Finite Difference Method for a Numerical Solution of Elliptic Boundary 

Value Problems, Applied Mathematics & Nonlinear Sciences, 3 (2018), 1, pp. 311-320
[6] Kuang, C., Wang, J., Normal and Abnormal Data Segmentation Based on Variational Directions and Clus-

tering Algorithms, Industrial & Engineering Chemistry Research, 56 (2017), 27, pp. 7799-7813
[7] Wu, C. Y., et al., An FPGA-based Quench Detector and Data Acquisition System for Superconducting 

Insertion Devices, IEEE Transactions on Applied Superconductivity, 28 (2018), 3, 4701005
[8] Nikitaev, V. G., et al., Study of the Effectiveness of Using Wavelet Analysis in Data-Acquisition Systems 

for Diagnosis of Acute Leukemias, Measurement Techniques, 57 (2015), Jan., pp. 1203-1208
[9] Herrero, R., et al., FPGA-Based Solutions for Analog Data Acquisition and Processing Integrated in Area 

Detector Using FlexRIO Technology, IEEE Transactions on Nuclear Science, 65 (2018), 2, pp. 781-787
[10] Mcqueen, P., et al., Whole Cell Label Free Protein Quantitation with Data Independent Acquisition: 

Quantitation at the MS2 Level, Proteomics, 15 (2015), 1, pp. 16-24
[11] Lee, Y. H., et al., Short T2 Tissue Imaging with the Pointwise Encoding Time Reduction with Radial 

Acquisition (PETRA) Sequence: The Additional Value of Fat Saturation and Subtraction in the Meniscus, 
Magnetic Resonance Imaging, 33 (2015), 4, pp. 385-389

[12] Wu, L. Y., et al., Anomaly Detection Method for In-Vehicle CAN Bus Based on Random Forest (in 
Chinese), Journal of Jilin University (Science Edition), 56 (2018), 3, pp. 201-206

Paper submitted: May 7, 2019
Paper revised: August 4, 2019
Paper accepted: September 10, 2019

© 2020 Society of Thermal Engineers of Serbia
Published by the Vinča Institute of Nuclear Sciences, Belgrade, Serbia.

This is an open access article distributed under the CC BY-NC-ND 4.0 terms and conditions


